Protecting Privacy in the
Library Patron Data Lifecycle

Training One of the PLP Data Privacy Best Practices Training for
Libraries Project

January 2020

& DH

Consulting
Services

Pacific Library
Partnership



This project was supported in whole or in part by the U.S. Institute of Museum and
Library Services under the provisions of the Library Services and Technology Act,
administered in California by the State Librarian. The opinions expressed herein do not
necessarily reflect the position or policy of the U.S. Institute of Museum and Library
Services or the California State Library, and no official endorsement by the U.S. Institute
of Museum and Library Services or the California State Library should be inferred.

This document does not constitute legal advice, and is for informational purposes only.
Please consult an attorney or other legal counsel for legal advice.

This work is licensed under a Creative Commons Attribution-ShareAlike 4.0
International License.

Cover Page Photo Credit - Privacy by Nick Youngson CC BY-SA 3.0 Alpha Stock Images

Handbook developed by Becky Yoose, LDH Consulting Services
becky@ldhconsultingservices.com



http://creativecommons.org/licenses/by-sa/4.0/
http://creativecommons.org/licenses/by-sa/4.0/
http://www.nyphotographic.com/
https://creativecommons.org/licenses/by-sa/3.0/
http://alphastockimages.com/
mailto:becky@ldhconsultingservices.com
http://creativecommons.org/licenses/by-sa/4.0/

Table of Contents

Patron Data Lifecycle Quick Reference Map.........ccvveeireineenninncnneneeneneeeesesseesseeesesneenes 1
WOTKSROP EXEICISES....cueiiiiiieiitiient ettt sttt st ettt st s e s s s e e s sat s snessneenns 2
SHAES AN NOLES......ceoviiiiiiiiiciii st s sa s s ens 9
Your First Data Inventory Template.........ooiiiiiieereetes e 31

References and Further Reading..........cccocveirueeirieniinenieninenteeteseeeseese et ssessseseenes 35



Patron Data Lifecycle
Quick Reference Map
Phase Question Best Practice

Only collect data needed
for demonstrated business
. What patron data are you
COI |ECt|0n collecting, and why? cases
Practice “The Five Whys"
7~ Limit number of data
storage areas
St Where is the patron data
Orage stored? Limit storage of patron
data in local and vendor
& systems _J
4 Limit physical and )
Who has access to the paton electronic access to data
data? . .
Audit vendor security and
\_ privacy practices

Aggregate data and control
access to data through
dashboards, database
views, and other data

reporting tools

Follow local and state
retention regulations
H How long is patron data kept?
Retention sEP P Ensure backups and logs
are covered in retention
policies
Deletion How is patron data deleted? [

What patron data is
published to staff and to the

Reporting public?

Properly dispose of
physical and electronic
media that contained
patron PII

. J . J . J \U
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Workshop Exercises

Discussion - Where does patron data live at your library?

Your library collects, stores, and uses patron data, but do you know where the data lives at

your library? Here’s a list to get you started:

e Integrated Library Systems .
e Database backups .
e Print management systems .
e Server logs .

e Reference chat/desk logs
e Public computer/wireless traffic logs

e Interlibrary Loan requests .
e Security camera footage .

Where else can you find patron data in your library?

Spend one minute listing other places where you can find patron data at your library.

Discuss with the entire group. Were there any places that you missed when you first
created your list? If so, write them down so you can use this list as a check list for your

library!

Card reader logs
Meeting room reservations
Authentication system logs
Library programs

o Attendance logs

o Feedback responses
Paper forms
Staff email
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Exercise - Identifying Patron PII

Identify all PIl data in the email below. For extra credit, identify which PlIl is either PIl 1 [data
about a person] or Pll 2 [data about a person’s activities].

To: helpdesk@plp

From: roseHelix@gmail

Date: January 14, 2010 4:27 PM
Subject: HELP!!!

| can't login to renew THE ONLY WOMAN IN THE ROOM with my PIN 1111. Can you renew
the book for me? My barcode is 12345678910.

Thank you! Rosalind Franklin

Follow up question to consider
What patron PIl would be included in the helpdesk ticket? Response to the patron? Other
staff internal communications?
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Exercise - “Why's that, again?”

You go to your boss after finding out that they want to collect driver’s license numbers
(DLNSs) in the patron record, and you're not sure if this is the best idea in the world. You
decide to practice your newfound “Five Whys” method, only to stop after the second why
when your boss is interrupted:

Boss: “We need to collect Driver’s License Numbers!”

You: “Why?”

Boss: “We need to establish residency.”

You: “Why do we need to verify residency with Driver's License Numbers?”

Boss: “Otherwise they can't use library resources if they aren’t residents in our
service area!”

You won't be able to talk to them for the rest of the day. You suspect that your third “Why?”
would have been met with “Because | said so!” - it's been that type of day in the library. But
perhaps this is enough information for you to work with in determining if you really need
to collect those numbers.

Are there alternative ways to achieve the library’s business need of requiring
patrons to verify that they live in the service area that doesn’t involve storing DLNs
in the patron record?

Spend one minute to think of alternative ways.
Spend two minutes sharing what you find with another person.
Spend four minutes sharing what you and your partner discussed with another pair.

Report your discussions to the entire group. What alternatives did you come up with? Are
there other factors that need consideration in this conversation?
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Exercise - De-identifying Data

Time to take what you learned and put it to the test. Below a selection of raw PII data for
you to de-identify. Using the methods of obfuscation and truncation, de-identify the raw
data in the left column. Note that there could be multiple ways of de-identifying data

depending on your needs.

Raw data

De-identified data

Date of birth - 10/24/1977

NX180.157 M275 2015

11 Apr 2020 9:24 - 10:24

27 43rd St, Town, WA 92471

FIC HARRIS 2018
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Exercise - What can possibly go wrong?

Divide into groups of four. Read the scenario assigned to your group and discuss the
questions in each scenario. Assign a note taker and a person to report out to the entire

group.

Be prepared to present the following to the entire group:

e Your scenario
¢ The main two to three threats to patron data privacy in the scenario

e Up to four strategies to mitigate the threat to patron data privacy
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Exercise - Patron Data Requests

Think back to a time at your library where someone requested patron data. On your own,
answer these three questions:

1. Who made the request, and what was requested?

2. What was your response to the request?

3. What informed your response? Library policy, regulations, ethics, request
circumstances, etc.

Share your answers with the person next to you. What were the similarities and differences
between the two request scenarios?
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Exercise - What Would You Do?

A library was subpoenaed by the local authorities for their library’s computer reservation
logs as well as security camera footage. The library kept the logs on paper, and patrons
would sign their name and barcode to use a particular computer at a particular time that
day. The library kept the paper logs for about a month, give or take a few days if staff
remember to throw them away. Using the historical logs, the library could find the patron
who was using a particular computer at a particular time of day in case the library needed
to charge for a broken keyboard, mouse, or other computer equipment, and keeping a log
can make it easier to discover potential patterns of computer misuse.

The library has security cameras recording various parts of the library, including the public
computer area, the circulation desk, the children’s area, and the entrance of the building.
These picture-only recordings are stored on an external hard drive connected to the
security camera server for 90 days, where then the files are deleted from the system.

The subpoena asked for computer reservation logs and recordings from the last 30 days,
and after consulting with legal counsel, the library had to comply and hand over the logs
and recordings.

A library staff person reached out to you do ask what they could do better to avoid this
from happening again. Keeping in mind what you learned in the workshop about the data
lifecycle, and how privacy factors into the cycle, what would you advise the library to do to
better protect patron privacy while still meeting their needs for tracking reservations?
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Your First Data Inventory Template

Starting out on your first data inventory can be daunting. This data inventory template can
help your library navigate their way through a data inventory of one system or application
used by your library. Once you have gone through the inventory with one system, you can
review and revise the template to suit your library's needs.

System/Application Name:

Date of inventory:

Inventory taker(s):

Collection

What data are you collecting?

What patron Personally Identifiable Information (PIl) is collected? Include both data about
the person (name, email, address, ID number, etc.) and data of activity that can be linked to
the person (web searches, accessing materials, etc.)

Why is the data being collected? What business need is being met by data collection?
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How is the data being used?

Storage

Where is the original/raw data being stored?

What versions of the primary data exist internally? Examples include reports, shared drives,
email, export files, etc.

What formats are the data stored in?

Retention

How often is the data collected and/or updated?

Page 32



How long is the data kept, including in backups and logs?

Access

Who has electronic access to the data, including user accounts, logs, and backups?

Who has physical access to the data or the physical storage that contains the data?

Reporting

What data is shared with external audiences? How is this data shared?

What data is shared with internal/org audiences? How is this data shared?
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Deletion

How is the data deleted? Include both electronic and physical formats and mediums.

Administration/Policy

Who is responsible for the administration of the system?

Who decides what data is collected by the system?

What internal policies and procedures apply to the collection, retention, and
reporting/disclosure of data?

What local, state, or federal laws apply to the collection, retention, and reporting/disclosure
of data?
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State of California GOVERNMENT CODE
Section 6254 (excerpt)

6254. Except as provided in Sections 6254.7 and 6254.13, this chapter does not require the
disclosure of any of the following records:

(j) Library circulation records kept for the purpose of identifying the borrower of items available
in libraries, and library and museum materials made or acquired and presented solely for reference
or exhibition purposes. The exemption in this subdivision shall not apply to records of fines imposed
on the borrowers.

(Amended by Stats. 2019, Ch. 25, Sec. 1. (SB 94) Effective June 27, 2019.)
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State of California GOVERNMENT CODE
Section 6267

6267. All patron use records of any library which is in whole or in part supported by public funds shall
remain confidential and shall not be disclosed by a public agency, or private actor that maintains or stores
patron use records on behalf of a public agency, to any person, local agency, or state agency except as
follows:

(@ Byapersonacting within the scope of his or her duties within the administration of the library.

(b) By aperson authorized, in writing, by the individual to whom the records pertain, to inspect the
records.

(c) By order of the appropriate superior court.
As used in this section, the term “patron use records” includes the following:

(1) Any written or electronic record, that is used to identify the patron, including, but not limited to, a
patron’s name, address, telephone number, or e-mail address, that a library patron provides in order to
become eligible to borrow or use books and other materials.

(2) Any written record or electronic transaction that identifies a patron’s borrowing information or use
of library information resources, including, but not limited to, database search records, borrowing
records, class records, and any other personally identifiable uses of library resources information
requests, or inquiries.

This section shall not apply to statistical reports of patron use nor to records of fines collected by the
library.

(Amended by Stats. 2011, Ch. 80, Sec. 1. (SB 445) Effective January 1, 2012.)
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